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Abstract: Modeling and simulation (M&S) infrastructure for defense environments faces
significant challenges regarding bandwidth constraints, security classification requirements, and
accessibility across distributed networks. Traditional visualization systems rely on remote
rendering and video streaming, which introduce latency, high bandwidth consumption, and
security vulnerabilities incompatible with classified or constrained operational environments.
This paper presents a novel approach to distributed M&S utilizing browser-native technologies
to transmit simulation state data rather than rendered pixels.

The proposed architecture leverages WebGPU and WebAssembly to execute high-fidelity 3D
visualization directly within standard web browsers without requiring specialized client hardware
or video streaming infrastructure. By decoupling rendering from computation, the system
transmits only essential simulation state updates—such as entity position, behavior logic, and
sensor outputs. This state-based streaming methodology reduces network requirements by orders
of magnitude compared to traditional cloud visualization, enabling operation across low-
bandwidth links and air-gapped networks.

This emerging capability supports critical warfighter needs in M&S at the edge and secure data
infrastructure. The platform enables theater-scale distributed simulations that can be accessed
from any modern browser, democratizing access to high-fidelity digital twin environments for
command and control (C2) analysis, mission rehearsal, and electronic warfare experimentation.
Security is maintained through FIPS-140 compliant encryption and QUIC-based protocols,
ensuring compatibility with CUI and classified networks while supporting disconnected
operational modes.

Furthermore, this architecture facilitates the integration of autonomous systems and Al agents
within secure environments. The low-latency state synchronization allows for real-time
interaction between human operators and autonomous entities in multi-domain settings (Air,
Land, Maritime, Cyber). This capability accelerates simulation-driven acquisition by providing a
scalable testbed for validating autonomous behaviors against complex threat models without
exposing sensitive data over public networks.

By shifting from video-based streaming to state-based distributed simulation, this technology
enables secure, massive-scale operational environments that are deployable in constrained or
disconnected settings. The result is an emerging M&S toolset that enhances force preparation
and decision support while maintaining rigorous security standards required for modern defense
operations.
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